ocker

Deploiment Docker

GNU nano 7.2 fetc/apt/apt.conf
Mcquire: thttp: :proxy "http://192.168.104 '

Preparation de machine

root@Docker—-388II:~f sudo apt update && sudo apt install gnupg -y
Hit:1 http://security.debian.org bookworm-security InRelease
Hit:2 http://deb.debian.org/debian bookworm InRelease

Hit:3 http://deb.debian.org/debian boockworm—updates InRelease
Reading package lists... Done

P14 T AT Aasrmandan—~mr ++ras Thmm o

root@Docker—88IT:~f apt install curl
Reading package lists... Done

(NS EETE LI I Fuilding dependency tree... Done Compose
REeading state information... Done

root@Docker—-3833II:~f curl -£fs8L https://download.docker.com/linux/debian/gpg | sudo gp
g —-dearmor -o fusr/share/keyrings/docker—archive-keyring.gpg

root@Docker—-SSIT:~f I

Ajoute la clé GPG officielle de Docker pour sécuriser l'installation :

le dépot Docker



cho "deb [arch=$5(dpkg —--print—architecture) signed-by=/usr/share
r.com/ linux/debian $({lsb
=

root@Docker
/keyrings/docker-archive-keyring.gpg] https://download.do

sudo tee fetc/apt/sources.list.d/docker.list > /dev/null

release —cs) stable™ |
root@Docker—SSII:~f I

root@Docker—38II:~f sudo apt install docker—ce docker-ce-cli containerd.ioc -y
Re:root@Docker—-3S3IT:~f =udo apt update && sudo apt install lsh-relea=e -
Buiit:1 http://deb.debian.org/debian bookworm InRelease
http://security.debian.org bookworm—security InRelea=ze

Hit:3 http://deb.debian.org/debian bookworm-updates InRelease
rocReading kage lists... Done
root@Docker—-SSII:~¥% sudo systemctl enable docker
Synchronizing state of docker.serwvice with SysV service script with /lib/systemd/syst

emd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable docker

root@Docker—SSII:~f

Créer le fichier de configuration du proxy

root@Docker—8
root@Docker—SS

[Fervice]
Envircnment=“HTTP_PRDXY=h tj
Envirmnment=“HTTPS_PRDXY y

fete/resolv.cont

arch slev3

nameserver 152.1c8.104.253
nameserver 192.168.104.254
nameserver 8.8.8.8

sudo systemctl daemon—reload

root@Docker—-S3II:~f
root@Docker—-SSITI:~f
root@Docker—S: £

udo systemctl restart docker

3

Parfait, tout fonctionne!



Installer Portainer (interface graphique pour Docker) avec :

root@Docker—38II:~§ docker volume create portainer data

docker run -d -p B8000:8000 -p 9443:5%443 --—name=portainer —--restart=always \
:/var/run/docker.sock \

-v /var/run/docker.s=so
-v portainer data:/data \
portainer/portainer—ce:latest

Ouvre ton navigateur :https://192.168.62.121:9443

[dentifiant ;: admin : zafarbtssio007@

<« @] O L https://192.168.62.121:9443/#1 fwizard EOd © ¢
Environment Wizard
Quick Setup © L © A a
#  Environment Wizard
Welcome to Portainer
e have connected yo e ent of Docker to P e

Get Started _ Add

root@Docker—-33II:~f docker ps
CONTATINER ID IMAGE COMMAND CREATED STATUS
FPORTS

NAMES

portainer/portainer—c . "/portainer"” 3 minutes ago Up
->B000/tcp, [: 8000/ tcp, ):5443->5443/tcp, [::]

dl118b468

3 mi

944

3

portainer
root@Do




Prometheus + Grafana + Node Exporter

Objectif

e Grafana : Interface web pour visualiser les données.

e Prometheus : Collecte les métriques des serveurs.

e Node Exporter : Envoie les métriques systéeme a Prometheus.

e (Facultatif) Blackbox Exporter : Pour superviser un réseau externe.



Crée un fichier docker-compose.yml :

docker-compose.yml

services:
prometheus:
image: prom/prometheus:latest
container name: prometheus
restart: unless—-stopped

volumes:

- ./prometheus.yml:/etc/prometheus/prometheus . yml
commarnd :

- "——ponfig.file=/fe

node exporter:
image: prom/node-exporter:latest

container name: node exporter
restart: unless—stopped
ports:

— "9100:9100"

grafana:
image: grafana/grafana:latest
container name: grafana
restart: unless—stopped
ports:

volumes:
- grafana-data:/var/lib/grafana

volumes:
grafana—data:




Crée un fichier prometheus.yml dans le méme dossier :

GNU nano 7.2 prometheus.yml
scrape interval: 15s

scrape configs:

- job name: "prometheus"

static configs:
- targets: [

— job name:
static configs:
- targets:

root@Docker—88II:~/dockerf docker compose up —d.

Dans le méme dossier que

docker-
oot@Docker—83IT:~/dockerf 1=

ocker—-compose.yml prometheus.yml

root@Docker—S8SSII:~/dockerf I

compose.yml,on lance:



cker—8SSIT dockerf docker compose up -d
/root/docker/doc mpose.yml: the attribute ‘version’ is obsolete, it w

ill be ignored, please remove it to avoid potential confusion

rter Pulled
Pull
Pull
Pull

Pull
Pull
Pull
Pull
Pull
Pull
Pull

: Pull
Pull

2 Pull

Pulled

33 Pull
Pull
Pull
Pull
Pull
Pull
Pull
Pull

= Pull
Pull

default

ana-data”™

ntainer prometheus
zoot@D r-S3II:~/dockerf ||

Accéder a Grafana

http://192.168.62.121:3000 admin : admin

« C O & Nonsécurisé 192.168.62.121:3000/login X @ g O =

Welcome to Grafana

Email or usern



http://192.168.62.121:3000/

grafana m BO.>&  docker grafana/grafana:latest 20z
node_exporter m B@ > &  docker prom/node-exporter:latest 20z
portainer m BOuax~é& - portainer/portainer-ce:latest 20z
prometheus m BOa>»&  docker prom/prometheus:latest 20z

Ajouter Prometheus dans Grafana
Connecte-toi a Grafana.

Va dans connexion — Data Sources.
Ajoute une nouvelle source de données :

e Type:Prometheus
e URL:http://prometheus:9090




Sauvegarde et teste la connexion.

{9 Home Connections Data sources

i Settings

() Configure your Prometheus data source below

Or skip the effort and get Prometheus (and Loki) as fully-managed, scalable, and hosted
data sources from Grafana Labs with the free-forever Grafana Cloud plan.

prometheus Default (]

Connection

Prometheus server URL * http://prometheus:9090

+/  Successfully queried the Prometheus API.

Delete Save & test

Prometheus dans ton navigateur



« C O 2 Nonsécurisé  192.168.62.121:9090/graph?g0.expr- XA 17 L & AH =

9 Prometheus ©

Use local time Enable query history Enable autocomplete Enable highlighting

Enable linter

Q \Expression (press Shift+Enter for newlines) = 8

Table Graph

Evaluation time

No data queried yet

Remove Panel

Ajouter un dashboard pour la supervision
Va dans Dashboards — Import.
Mets "1860" dans I'ID (Template officiel Node Exporter).

Associe-le a ta source Prometheus.

Finalement je laise tomber cette service car demande beaucoup de confige on va
faire avec nagios+grafana



Nagios avec Grafana

On edit le fichier

GNU nano 7.2 docker-compose.yml

services:
nagios:
image: jasonrivers/na
container name: nagios
environment:
- VIRTUAL HOST=nagios.l
ports:

gios:latest

networks:
- nagilos

grafana:

image: grafana/grafana:latest
container name: grafana
environment:

GF_SECURITY BDMIN PASSWORD: admin
port

networks:
- nagios

networks:
nagios:
driver: bridge

volumes :
nagics—data:

10



N ——
ompose.yml: the attribute ‘version' is cbscolete, it w

ill be ignored, please remove it to avoid potential confusion

I

agios Pulled
ffe5ddEs”

Network - 1
Volume er nagios-data"

d orphan containers ([librenms-mysgl]) for this proje If you remove

Network r_nagios
Volume r_nagios-dat

root@Docker—3
CONTATNEER ID
STATUS
bce2399a0f6f
11 =econds
d5410d

Up 12 minutes

a

root@Docker—3

Container gri
Container nagios

8IT:~/dockerf docker ps
IMAGE COMMAND CREATED
PFORTS NAMES
"/run.sh" 19 seconds
00/ tcp, : 0/t grafana
:latest = 15 seconds
nagios
12 minutes
librenms-mysqgl

3

Accéde a l'interface web de Nagios : http://192.168.62.121:8080

Accéde a l'interface de Grafana: http://192.168.62.121:3000

11
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< C O & Nonsécurisé  192.168.62.121:8080 w © & @ O =

-
N a g | O S Version 4.57 October 24, 2024 Check for updates

General

Home
Documentation

Current Status

Tactical Overview
Map

Hosts

Services

Host Groups

Summary
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Lorsque tu utilises Nagios dans un conteneur Docker, la méthode pour ajouter un hdte est
légerement différente car tu n'as pas acces directement aux fichiers de configuration
comme tu le ferais sur une machine physique.

Voici les étapes pour ajouter un hote dans Nagios qui fonctionne dans Docker et
redémarrer le service correctement.

=

root@Docker—8S8II:~/dockerf docker exec

root@79%decT7d9410d: /

“~ C O 8 Nonsécurisé  192.168.62.121:30

Welcome to Grafana

Email or username

Etape 1: Accéder au conteneur Nagios

Cela va te connecter a un terminal a l'intérieur du conteneur Nagios.
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Etape 2 : Modifier la configuration de Nagios

root@73decTd3410d: fcptfn:qlm s/etcE 1ls

cgl.cfg htpasswd.users : c obje« send nsca.cfg
1fF.d monitor
ot@79decT7d%410d: fopt/nagi

Ano: Gmmznd not faund
c7d9410d: fopt/nagios/etcf vi nagio=.cfg
command not found

Le nagios c'est un peu coomplique avec docker de lalle configurer les ficher pour ajouter
les device don je supprime cette conteneu et ajoute librenms

root@Docker—-S8II:~/dockerf docker =top nagios
nagios
root@Docker—-88II:~/dockerf docker rm nagios

nagios

root@Docker—838IT:~/dockerf I
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Avec Librenms :

GNU nano 7.2 docker—compose.yml

librenms:
image: libremms/librenms:latest
ontainer name: librenms
environment:
librenms-mysgl
» librenms
DB USER: root
DE_PAS librenms
volumes:
- librenms-data:/opt/librenms
ports:

depends_on:
- mysgl
networks
- librenms

grafana:
image: grafana/gr
container name:

environment:
URITY ADMIN PASSWORD: admin

networks:
— librenms

mysql:
image: mariadb:latest
ontainer name: librenms-—mysgl
environment:

MYSQL. ROOT PASSWORD: librenms

MYSQL DATABASE: librenms
volumes:

- librenms-mysqgl-dat
networks:

— librenms

root@Docker—SSIL:~/dockerf docker compose down
. [0000] /root/docker/docker-compose.yml: the attribute ‘version' is obsolete, it w

On suite in redemare les service i11 be ignozed. plesse remove it to aveid potentisl confusion

Container librenms-mysql
Container graf:
Network docker librenms
root@Docker—Ss er§ docker compose up -d
LRI [0000] /root/d c 3 the attribute ‘version' is obsolete, it w
i1l be ignored, please remove it to avoid potential confusion
[+] Running 0/1
" Network docker libremms Creating
0] Found orphan containers ([nagios]) for this proj If you removed or ren
in your compose file, you can run this command with the —-remove—or
Network docker librenms
c iner librenms-mysgl
af;

S3II:~/doc
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« C O & Non sécurisé  192.168.62.121:8081/lagin E A L @ 8 =

Pserame

Password

W Remember Me

=] Login

Unauthorised access or use shall render the user liable to criminal and/or civil prosecution,

Ajoute un device pour superviser

<« [¢] QO & Non sécurisé  192.168.62.121:8081/devices X Y & g 85 =

NMS # w w5 Devices  fMMaps | % Services s & Health A admin . Global Search

Lists: Basic | [e5=1l) Graphs: Bits | CPU | Lo

10 L hica el rature cl

nage

ld M. Vendor Device A Metrics Platform Operating System Up/Down Time Location Actions

Micr EO L
—a o

Showing 1o 1 of 1 entries

connecter LibreNMS a Grafana pour visualiser les métriques dans Grafana.

ibreNMS n'envoie pas directement des données a Grafana, il faut une base InfluxDB
comme pont.
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root@D: er—SS8II

CONTAINER ID e} COMMAND CREATED
TUS

NAMES
916b3 est  "/init

15 hours :

"/run.sh" 1% hours :
0- o/

—v 5 (pwd)/influxdb:/var/lib/influxdb \
influxdb
Unable to find image '"influxdb test® 1

Download complete

Download complete

Download

Download

Downloading 27.44MB/100.3MB
Download

Download

Download

Download

2[] Configurer LibreNMS pour envoyer les données a InfluxDB

rooct@Docker—88II:~/dockerf docker exec —it librenms bash

004d322916b3: /opt/librenms# []




Status: Downloaded newer image for restic/res
Creating librenms_db

Creating
Creating
Creating
Creating
Creating
root@Docker—-385II:~/docker/librenm=f docker ps
CONTLATNER ID IMAGE

BORTS

librenms redis
librenms

librenms memcached
restic_backup

librenms

librenms/librenm=:latest
onds 162/tcp, 514/t 162/udp,
81->8000/t 8081->8000/tc
fd5df18£f7a19 latest
o Up 10 seconds

resti

474e65a8bb minico/minio:latest

0.0.0.0:%001->500

mariadb:10.5

nds 3306/t

8d79

Up 13 seconds
000->5000/

4d4fe

Up 13 seconds

portainer/portainer-ce:latest

0.0.0.0:8000->80

0.0.0 5443->9443/tcp,
ed:alpine

11211/t

me

Librenms http://192.168.62.121:8081

e |dentifiant: librenms
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COMMZAND CREATED

NAMES

"finit" 14 seconds ag

0.0.0.0:514->514/udp, :::514->314/udp,
librenms

"tail -f fdev/null" 14 seconds

"docker-entrypoint.s."

librenms db

" 21 seconds

"docker—entrypoint.s.."
librenms_redis
21 seconds ag
9000/ tcp
portainer

cker-entrypoint.s.."

21 =se

librenms memcached
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e Mot de passe: librenms

« c O & Nonsécurisé  192.168.62.121:8081/login EA L g 5 =

@ Remember Me

=] Login

Unauthorised s or use shall render the user liable to criminal and/or civil prosec

/opt/librenms §
/opt/librenms § apk update
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MinlO (Console de sauvegarde) : http://192.168.62.121:9001

[dentifiant : admin

Mot de passe : admin123

O & Nonsécurisé O  192.168.62.1219

Object Browser ‘ @ H L

E Buckets

MinlO uses buckets to organize objects. A bucket is similar to a folder or
directory in a filesystem, where each bucket can hold an arbitrary number of
objects.

To get started, Create a Bucket.

root@Docker—SSII:~/f

Using default tag

latest: Pulling from jasonrivers/nagio

ffe5Sdd S5b: Download complete
5b9873bdf4: Downloading 38.14MB/275.3MB

Download complete
Download complete
Download
Download
Download
Download

eeb77e6dde Download
Obd0£5795eel Download

71bfb

306£8 Download
Download
Download
Download
Download
Download
Download

Download
Waiting
Waiting
Waiting
Waiting
Waiting




